JOC Web SPIDER 371

ThunderPwr

Tutorial n° 4

Ver 1.0 - 20/08/2004

Target definition

Target JOC Web Spider
Version 371
Reference http://www.jocsoft.com/jws/

Program description | Web downloader

Addictional stuff Packed with UPX 0.89.6 - 1.02 / 1.05 - 1.24 -> Markus & Laszlo

Protection scheme

Trial version with 20 day limitation, to unlock the program is needed a registration with valid
serial number, this depend on ID of own hard-disk.

Program came packed with UPX 0.89.6 - 1.02 / 1.05 - 1.24 -> Markus & Laszlo

What we can do

Our task is force the registration without entering any number.

Tool used

Dumper/unpacker ProcDump32 Version 1.6.2 final (NT2K compiled on 01/17/00)
IAT Reconstructor Import REConstructor v1.6 FINAL

Unpacker PE Explorer 1.95 (http://www.heaventools.com/download.htm)
Debugger OllyDbg v1.10

References

ABSTRACT

Well, this tutorial will be spoken about a program able to download a web site for off-line
reading. This program came from the author in a packed form (with UPX) and in trial form,
with 20 day limitation over this limit program expire and to unlock you have to register it.
Protection based on integrity check it's implemented. The study is explained through some
basic step, for each phase will be detailed the operation needed to force the program.
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STEP 1 - Executable file analysis after installation

When the installation process is ended you must check if the target program is
encrypted/packed or in a plain form.
In order to make this we can use the PeiD file scanner, see figure 1 for detail:

75 PEID v0. 92

Click in order to
File: | E:\Programmi\Jacsaft) JwsiBackup!jws.exe .. < search and open the
file to scan
Entrypoint: | OOOBIEED EP Section: | sE» 0% ﬂ
File OFfset: | ODO3FZEO First Bytes: |60,BE,00,50 | = |
Linker Infa: | 2,25 Subsystern: | Win2 GLI =

P¥ 0.89.6 - 1.02 [ 1.05 - 1.24 (Delphi) stub -= Markus & Laszlo [Cwverlaw]

Multi Scan | Task Viewer | Dpkions | About | Exit |
¥ Stay ontop M ﬂ

Fig. 1 PEID file scanner detail.

This file was packed with UPX, at this point you have two way, one it's manually unpack the
file and another is find the right unpacker tool to do this task automatically.

STEP 2 - Unpacking the application (a semi manual approach)

First step is manual unpack, this can be made with OllyDbg and OllyDump plugin, dumping
step is very easy because this packer is UPX. About this you have only to search for the POPAD
instruction, subsequent JMP instruction is the jump to our OEP.

Now load the packed executable into OllyDbg:

OllyDbg - jws.exe - [CPU - main thread, module jws]
File  Wigw Debug F‘Iugins Options

wWindow Help

LIEMT|WH|c|/|K|B|R[.|5]| =iH]?]

FUSHAD
BE 00504780 | MU ESI, jus. 00475000 b EEE‘;;;EEQEEPUJ s
SDEE BECGFSE| LEA EOI,DWORD PTR DS: [ESI+FFFOCAGE] ErY BR1AFFDA
CTE7 45E468( HOU OWORD PTR DS: [EDI+SE4481,5110A234 EO% FFEB=E4
2 FLRIELL EEX rFFOFBEGE
8300 FF OR_EEF, FFFFFFFF ESP Bo1oFFC4
E JIiPSHORT jus. BB4E3E0A ECF BRISFFES

ESI B168166CA
EDI BE0e0E0E

EIF BE4B3EES jws.+<ModuleEntruFointl

B ES BEZZ 32Zbit BMIFFFFFFFF]
1 CS 681B 22bit BIFFFFFFFF)
B 55 BEZZ2 32bit BIFFFFFFFF]
B 05 BEZZ 22bit BIFFFFFFFE]
é FS 8832 22bit FFFDEG@AlFFF)
=)
=}

AL, EBVTE PTR DS:[ESI] 7
ESI F
EWTE PTR DS:[EDII,AL 2
EDI .
EEi, EEX g
SHORT jws. BE4BIEEL =

o

]

EEH,DWORD PTR DS:[ESI]
coiben] ¢ ooeE 308 EsLid

G5 EEEE MULL

LastErr ERROR_FILE_MOT_FOUMD [ BEEEHGES ]
BBAREAZ2E (MHO,HE,.HE,R,5,.PE,L,LE]

empty -UNORM 2030 7PF47078 PPFo44ns
erpty +UMORM @011 BARGAEOG HESEESES

EY— TPEEIACT| RETURN o kerne (52, PPES14ET o
GO4ESAAD| OR GF GO GF 19 7z 3 ZF| OB 0B 08 0600 06 Or o6 ....0ch. — | SorrFLg| 2anaanad —
Go4B5010( 0] 6@ GE 6@ 40 6O G5 56|62 Ba Ba Ba D3 Bl 06 Sal6)lH, (S| 2213FFCC) alilasta
BE4EEEZE| B2 GE A @A) DS O GO 06|66 @G G868 15 65 oo S6le. .. ri.o | S21SEEDA) ERDPORE
Go4B5630| 0F 6F G5 GE 95 G5 06 56| G BA BA BA B3 A 0o Dbl .. l¢@.{ |291SCFD4) FafAstra

< |

BE13FFOC| S85345m4
GE4ECOSE( 06 B0 GO 99 00 G S 0G|G1 99 GA 69 92 68 B0 20| ...... g.
@E465060| B2 OF B BA)CO G 00 00|62 B0 BA Ga|ES 00 6o oo @lllil{ | BE1SFFER) EFFEEEEF End of SEM chain
AR4EEAFAI A4 AR AR AR 10 Bl B0 20 BE BB BE BE) 35 B1 55 S| 4...HELG BA1SFFES| STEC1BiA|k aT32e§?E?12IB —
GE4ECESE| G5 B9 BB BA| S0 61 G8 56 67 A0 OB GA| 53 61 68 S6|e... 6,08 | 291ST S SETs s i
Analyzing jwe: 0 heuniztical procedures | Fauzed I

Fig. 2 Loading the packed executable into OllyDbg.
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Scroll down until you can reach the POPAD instruction this is on location 004B401A:

=163

OllyDbg - jws.exe - [CPU - main thread, module jws] |Z||_
Window  Help - 8 x

“._EJ

File Wiew Debug Plugins Options

=5 FUSH EEFP
FF9& ASEZEEBEI CALL HERR DWORD FTR O:5: CESI+ESZA2] — Eggl;gggzgégpuj < <
aacH
Janas o4 ECH @E13FFE&
2963 MOU OWORD PTR DS: CEBXI,ERX Eof ERhEaTY
r EEX FFFOFEEE
23C3 B4 AOD EBEX.4 ESF @@13FFCY

EE E1 JHP SHORT jws. BE4ES EBF GHISFFED
Froe ncsiii% LR \I5RD ATR DS: LESI+BSEACT ES1 A1B1BECA

E9 EGCFF TUTIEEYE166E L aapage Y
20404E680 OO jws.@84B48328 EIF BBE4B3EES jws.<ModuleEntryPointl:
EC4B4E60 Jws. BR4B4BEC L B ES @EZS 32bit BIFFFFFFFF]
aodds0n e 1 5 @alE 32bit &(FFFFFFFF)
@ 55 BePS 32bit BLFFFFFFFF]
@ DS BeZZ 32bit BIFFFFFFFF]
1 FS @33 32bit PFFOERBACFFF)
g 65 gean HULL
a

LastErr ERROF_FILE_MOT_FOUMD [ GEEEEEEZ]
EFL @e@aszss (MO, MB,ME,A,.5,.PE,L,LE]

empty —UMORM 2A2A YYF4707E FPES44A2
empty +UNORM BE11 BREEE0EE BRCOBSES

<

EE8484031
BE461BAR=jws . BB4E 1 BEE

Address | Hex dump TrEE14CF| RETURH to kerne 32, 7FEG14C7F -~
AA4BERAE| B A AR g?g?gggg 3
BE4BEE1G| A1 Da aa TFFOFE@EE

HEABEEHZE| BS BHE HE F2FASCFa

BE4BEE2E| GA D &a HE13FFCE

HE4ABEEAE | HE HE EHE SE5345684

BE4BEESE| @8 Da a0 FFFFFFFF| El

HE4BEHCE| B2 BE BE Al

S EtHo| T loe FrE74889 SE handler —_—
e i YrEFizid| kernel32.FFEV1IZ1E W
Analyzing s O heuniztical procedures | Paugzed I

Fig. 3 Finding the jump to the OEP.

Place a breakpoint into the JMP instruction and the press F9 to run the program, OllyDbg stop
into our breakpoint, then press F7 to jump into the real OEP.

OllyDbg, - jws.exe - [CPU - main thread, module jws] |Z||E||Z|
Eile  Wieww Cebug Plugins Opbions  window  Help - ax

£ 4| 3| MBJJJJQHEHJﬂJ T

H1 ACF=47E8 MOW ERX, OWORD FTR OS: [47F2AC] Registers [FFUI < <

ClE@ &2 SHL ERX, 2 —
AZ BEFZ247EG MOU OWORD PTR OF: [47FZE@1, EAX ERaonoaeny
ECx BE1SFFEQ
=Td gﬂgn EE% — | ED: FEFERZE4
EBx FEFOF@@0

ERG, ERY
EF 44044200 EDI, jws. BO400444 ek prornd

S 59e1E4900 ECH, Ju=. BE491B95 S
3ECF EC, EDI

76 85 SHORT jws. 00461624 R el

ZECF ECH, E0T EIP 02401000 jws.00401000
Fi ]

SEES EYTE FTR ES:[EDI] ES @B22 I2hit BIFFFFFFFF)

g
1 CS @@lE 22bit E(FFFFFFFF]

8 55 @BE23 32bit BIFFFFFFFF)

1 DS e@z23 32bit BIFFFFFFFE)

@ FZ BE32 22bit FFFOEEBE(FFF]
8 GE @eaa HULL

g

LaztErr ERROR_FILE MOT_FOUMD (@@0e0sc2)
EFL Bo@E@24c (MO,ME,E,BE.MS, PE.GE.LE)

empty —UMORM SAZA FYFE470D7E FrES44AS
erphy +UMORM BE11 GEEAREEE BRSGEIES

SR Ba a
ES CACYAYEE CALL jws.@R4707FS JrP 1
BB4BIB2E BBDB HDPIEDX.EHX‘ b

Ds: [BB4?F2HC] BEBEEE0E
ERX=BEEEE

Address [Hen dump TrEEL4CF|RETURH to kernel32. FYEG14CT -~
HEEEEEEE L
BE4ECHCE| B8 B0 BE A1R1EECA
HEABEEHDE | HE BE HE >FFOFBGD
GE4ECSEER| 08 G0 08 FEFRstE
HE4ABSHFE| BE BE HE
BE13FFCe
GE4E5166( 12 A1 89
BE4EE116| @G @R GE 5S4 SEd
FFFFFFFF|End of SEH chain
GA4EE126| B8 B8 B&
GA4ES1Z6| Ba BE @8 TPET42683| SE handle: L
BE4ES146| @8 BE AR FrEF1218| kerne L32. ??E?lzl@ o

|—| Pauzed I

Fig. 4 Stop into the real OEP.
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Now it's time to dump, from plugin menu select OllyDump:

OllyDbg, - jws.exe - [CPU - main thread, module jws]
IE‘ File Wiew Cebug RENEGE

gﬂﬁ ﬂm 1 Bookmarks 4

Opkions  window  Help

L] e[ m 7| wln| ¢ /] %[ B| R[] 5]

2 Command line

bodalo AT ACT2dr b R OS:Cavrenc] ~ |Reaizters (FFUI < <
aadnioes| A% BeFzdn 5 1sDebugPresent ¥ L. razropmtFou — | B e
ET; 4 QllyDump » Dump debugged pr 5 FFEGZ84
zaca 5 OllySeripk » R
Eg gg?gig L Find QEP by Section Hop (Trace inka) A1 2FFFE
6 Puntos Magicos  # i i 1B18ECA
32855 ST Find QEP by Section Hop {Trace ower) AREHEEE
ZECF SUE ECH,EDD B4E1688 jws. 00451660
Options ES G822 22bit BIFFFFFFFF)
R s B 5 BB1E 32bit BIFEFFFEEE)
FpEmERs About S5 BEES 22bit BiFFFFFFFF)
&5 e D5 9G2S 22bit BLFFFFFFFF]
FS B@32 22bit TFFDEB@BIFFF)
58 B PUSH & T @ G5 6E08 HOLL
ES CACTETEE  |CALL jws.@@47D7FS Jaes ng
e e s TR HIMEED: s ERRed M08 LactErr ERROR_FILE_MOT_FOUND {@86G0882)

DS:EBB4EESSEJ:BBBBBBBB EFL p@Bagz4c (MO, ME, E,BE.MS, PE, GE, LE)

Himae empty —UMORM SASA PPF4707A FPES44A3
empty +UMORM BE11 BEEEE006 BOSCESED

TrEEI4CT(RETURH to kernel32.7FEE14C7F ~
fulslalalulzlal] __
B1E1E5CH
TEFDFa@E
FEFHICFE
BE13FFCS
SEES4ER4
FFFFFFFF|End of SEH chain

TrEF4EE3| SE handler =
TrEV1218| kerne 132, FFEF1Z210 [

|_| Pauzed I

Addres= |Hex dump
BE4ECACE| DA BE a8

GE4EC148| B G0 Ba

Fig. 5 OllyDump plugin.

A new window opening, be sure your option is the same:

OllyDump - jws.exe PX|

Start Address: |400000 Size: [E7000
Erty Point:.  |B3EBO 5 Modiy: [1000 GetEIP as EIEF'| Cancel |

Base of Code; |75000 Base of Data; |B5000

[v Fix Raw Size & Offzet of Dump Image

Section | Virtual Size | "irtual Offzet | Raw Size | R aw Offzet | Charactaristics |
[3] 3 00074000 Q0o ooo 00074000 00001000 E00000S0

E=1 00a40aa0 00075000 00040000 00075000 EQ0OO040
THIE 0oa0zaaa 000BS000 00402000 0O0BS000  CO000040

™ Hebuid Import

¢ Method] : Search JMPEAPI] | CALLEAPI] in memmany image
" Method? : Search DLL & AP1 name string in durmped file

Fig. 6 OllyDump plugin, option setting.

Verify to have uncheck the Rebild Import menu, about this we make a manual fix using
impREC. Press the Dump button and then save the dumped file, for example with name
ujws.exe, where u stand for unpacked.

D
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Close OllyDbg and run the packed executable, run impREC and then pick the process into
impREC (open the drop down menu and the select the jws.exe process):

4 Import REConstructor 1.6 FINAL (C) 2001-2003 MackT/uCF

Attach to an dctive Process

& Yprogrammitimportreconstructor] Bhimportrec, exe Q0000420 A
.-. o exe [000001BLC] —

e wmindowshaysternm32hnbydm, exe (00000E 44] =
esprograrmrmitmicrosoft officehofficeswinword. exe [D0000C30) .
e:hprogramrmiyjocsaftyjweiws. exe [00000540]
e:sprogrammitollydbal 10%pepe. exe [00000438]

& indowzaystemn 32 spool drivers w3288 2wpzc 3paw. exe [000003EC]
e hprogrammitwinzipbawzgkpick. exe [00000730C)
eprogra™1pahoolimeszen™1 \wpager. exe [J0000ECC)
e:\programmitmsn messengerhmznmagr.exe [J0000ECA) hal I:I
Log
Clear Log
14T Infos needed Mew Import Infos [11D+45C1+L0ADER) Ot
OEF Rya (00000000 Size |0000OO00
About
R | Size | -
E wit

| | Loz | J R |

Fig. 7 Pick the process into impREC.

When the process is attached you can see the window into fig. 8:
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& Import REConstructor v1.6 FINAL (C) 2001-2003 MackT/uCF

Attach to an Active Process

Pick DLL

KN

il L

| e hprogrammitjoczoftyjwesiywe. exe [000001EC)

Imparted Functions Found

Show [revalid

Show Suzpect

Auto Trace

Clear Imparts

Log

Module loaded: &:\windows winzss 86 _rmicrozoft windows. common-controls_E535bE414 A
Module loaded: & windowshzpstemn32huxtheme, dll

bodule loaded: & windowsbaystern324mectf. dll Clear Log
bodule loaded: &:\progra™1 wahool\mezzen™1 idle.dl
Fetting azzociated modules done.

AT Infos needed New Import Irfos [IID+ASCI+LOADER] Options
OEP [O00B3EB0  IAT AutcSearch Fys, [J0000000  Size [DDOOOD00
About
R4, [00000000 Size 00001000 ¥ Add new section

E st

Load Tree | Save Tres | Get Imports | Fix Drurnp

Fig. 8 The process is attached.

At this point you’ve to change the IAT Infos needed to, write into OEP a value of 00001000,
this is the offset of our real entrypoint, remember this is at 00401000, with a imagebase of
0040000 offset is equal to:

OEP = Real Entry Point - image base= 00401000 - 0040000 = 0001000
Well, press IAT AutoSearch, the a messagebox popped up, press ok to continue, at this point

your RVA is equal to 00094300 and size 000001DO0, change size to 00001000 and press Get
Imports (changing the Size is needed to get all the function which reside into the IAT).
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% Import REConstructor 1.6 FINAL (C) 2001-2003 MackT/uCF

Altach to an Active Process

|e:'\pn:ngrammi'\iacsaft"\iws'\iws.e:-ce [Q00001EC) j Pick DLL

Irmparted Functions Found

About
Fra, (00094300 Size (00007000 W Add new section

Fiwe Dump

Fig. 9 IAT imported.

E =it

+- kermel32.dil FThunk: 00034304 MbFunc: 72 [decimal:114] validYES ~ Show Irrvalid
+- mpr.dll FThunk:00034408 MbFunc:1 [decimal:1] walid:vES
+- version.dll FThunk:000344F0 MbFunc:3 [decimal: 3] walid:YES Show Suspect
+- wzock 32 dll FThunk: 00094558 MbFunc:15 [decimal: 21] valid:YES 5
+- comct22. dll FThunk: 00094614 MbFunc:18 [decimal: 24] valid:YES =
+1- comdiga2.dil FThunk:00094684 NbFunc:2 [decimal 2) valid YES
+- gdid2. dil FThunk:00034744 MbFunc: 44 [decimal 68) valid:YES
+1- shell32.dll FThunk:000342C0 MbFunc:1 [decimal:1] valid:YES B
+- user32. dil FThunk:00094E 34 NbFunc: 34 [decimal 154] valid YE S v Clear Imports
Log
rva: 00094544 forwarded from mod:iws2_ 32, dil ard: 0015 name: shutdown S
rva: 00094548 forwarded fram mod:ws2_ 32 dil ard: 0016 name: zocket b
Clear Log
Eurren_t imports;
18E [decimal:395] im E
4T Infos needed Mew Import Infos (11D +45C1+LOADER) Cigitars
OEP |00007000 [&T AutoSearch = ||:||:||:|E||:||j|:||:| Biag |EIEIEIEI1BEE

Load Tree | Save Tree|

Well, all the function is valid, now is time to fix our dumped file then press the Fix Dump
button and search for the dumped file (ujws.exe), when impREC finish a new file is created
with name ujws_.exe. Pick all the exe file into a separate directory and then copy into the
main folder only the impREC fixed file, rename it jws.exe and run to see if this work.

6 Program corrupked!

Please download a valid version
From htkp: f v, jocsoft, com)

Fig. 10 Run the unpacked and fixed executable.

An error message about integrity check arise, no problem, run OllyDbg and then load the
unpacked executable into it, make some step, you must see a jump instruction at 0040139F, if
the jump is taken the message box call is skipped then make a change from IJNZ to JMP, fix
the executable with right-click, Copy to executable->Selection, into the new window right click
and then right-click->Save to file.
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File Wiesy Debug  Plugins  Options  Window  Help

@B ux| wn| s+ p4] ] + L[E[M[T|W]H[Cc|/[K|B|R|.|S| =[] ?]

Ea4a125E] 8035 DEFEFFFF bEH E?ééDNDRD PTR SS:[EBP-13A1

HE4ElZed) &8 B2E1086E SH

BA4A1269] @ FPUSH ERX

EE4E1SER| &R @@ FUSH @

gaqolses)  ES glC4@van CALL <JMP.&kernel32. GetModu LeF i leMameR >
BA4A1271 &2 1A1A4205 FUSH jws.@@B421A01A8 ASCIT "jws.doc™
EE4Elsye| 2098 CCFOFFFF | LEA EDW, DWORD PTR S2: [EBP-2241

BA4A1S7C| 52 FPUSH EDX

BA4E1270|  6&H 8@ FUSH @

Ha40lsyF| ES_FSC4@loe CALL .jws.@841037C

Ba4a1384 o] ,

EEqElzey| 2020 CCFDOFFFF | LEA ECK,DWORD PTR SS2: [EBP-2241

Ba4m12g0| 51 FUSH ECH

EE4E122E| 8035 DEFEFFFF |LEA EAX,DWORD FTR S5:[EBP-1381

HE401334)  S@ FUSH ER=

EE4E12%5)  ES 14EE@1AEA CALL jws.@@41FERBA
2204 02 AOD ESP, 2 o

HE4E129A7 AD
JHP SHORT iws, BA4E]SCE

EEdE1390 o508

—

wrEB 24
HE4E13H1 58 lezanang FUSH

=3 ]
Ea4a13A6| | 68 BE194808 PUSH jws.@84313E5 ASCII "Error'
BE4E12AE &2 BE194200 PUSH Jws.BE84219BE ASCII "Program corrupted!ElFlease download a walid wversionBfrom
BEa4E13BR EH BE PUSH &
@a4a15E2| | EZ LBCEATOA CALL <JMP.&user32. MHessageBouAl
Ba4a12e7 “OR EHX, ERR
@a4a136%| | 8BES DS MoU ECK, DWORD PTR S55: [EBP-281
EE4E1ZEC| | &4:291E BEODEEI MOY DWORD PTR FS:[0]1,EDH
BE4E13C3 | | EBE &7 JMP SHORT jws. 8684681420
EA4a15C5| +66:CT45 ES @561 MO WORD FTR 35:[EEBP-1381,8
HEq0lSCE| SBED CCCB40pa MO ECK,DWORD PTR DS:[42C8CC] Jws.88480BCS
Ba4a1301 SBal MoU EAX,OWORD PTR DS:[ECK]
Ea4a1202|  ES 2SE9EZDE CALL iws.@E43FDEE
aadalang SB15 CCCE4286 |MOU EDX, DWORD PTR OS:[42CEACC] Jws.Ba420BCE
Ba4a150E(  8B8Z HMOW ERK, DWORD FTR OS:[ED-]
HE40lSEE| SBAD C4Ce480a [ MOU ECK,DWORD PTR DS: 4308041 Jws. 88480460
oo4piiEe| 8B1E_AeFedren |NOU, ECH,DUORD_PTR 0S:[47FaAe) JuslBodrroEC

Fig. 11 Skip the integrity check.

If you run the patched executable program this start correctly, well now you have an unpacked
and fixed executable able to work, next step is patching it to full registration without need to
insert any serial.

STEP 3 - Check of the program coding

The unpacked program work well, then before the patching step you must take a look about
the source coding, again we can check the unpacked executable file with a file scanner, using
PEID we obtain:

75 PEID v0.92

Filz: | E:\ProgrammiJocsoft) JwsiCrackijvs, exe EI
Entrypoint: 00001000 EP Section: | —yM f4 =
File Offset: 00001000 First Bytes: |A1,4C,F2,47 | = |
Linker Info: | 2,25 Subsystem: |Win32 GUI =]
Borland C++

Multi Scan | Iask'-.-'iewer| Dpkions | About | Exit |
[+ Skay on kop w2 || -=

Fig. 12 Scanning the unpacked executable file.

Well no other packing are found then we can go to the next step.
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STEP 4 - Check the right behaviour of the unpacked program

First step is launch the original packed executable (make also your observation about program
behaviour), first you have a dialog which tell the registration code which is computer
dependant, if you press OK the program can continue to run into trial mode mode:

5 10C Web Spider {Unregistered 19 days left) [Mo File]

Register JOC Web Spider

UMREGISTERED MODE. THIS PROGRAM DOES MOT EXPIRES. Howewer after
21 dayz or B0 uzes, the download feature iz dizabled. When register o will
recelve a registration code by Email that reenables full uze of the praogram.

Entriez

Enabled Register JOC \web Spider [US $29.95) at ww jocsoft com/iws/jwsarder. htm, [MC,
Wiza, Ames, Dizcover accepted)

Enter Registration Information and click OK
Left blank and click OK to continue unregistered

—Registration information
Computer ID: FEN Copy to Clipboard |

Regiztration code I

[copy and paste from vour registration email. ]

| . Order Online [zecure zermver) I f (]S | x Cancel |
< »

IF:::r Help, press F1 | Entries ,;,gl

Fig. 13 Run the unpacked file and see if this behaviour is same as original.

Ok, this is right, then you can step to the next section.

‘STEP 5 - Debugging and patching stage

It's time to step into the code and then debug it, start OllyDbg and load the unpacked
executable into it. Press F9 to run the program, when you reach the registration form stop into
OllyDbg (press F12) and then into the code window press ALT+K to show the Call stack:

Call stack of main thread

Address | Stack Frocedures Called fram Frame .
B813F2R4| FrO13C53] Includes FFFEQZSG4 USERS2.7rO13CE1 | @@13F204 ]
BE1SF2AS | a448372| jws. BE4FOFEC Jws. BEd4E350 BE13F204 =
BE13FZ03| @843FCE5| T jws. BE44a2A8 Jws. BE43FCEE aa13Fz04 I
BE13F2ER| BE430E2| jws. BE4IFCTE Jws. BE430E24 AE13F330
BE13F334 | BE41EVA?| Y Jws. BE4309ER Jws. BE41E7THS AE13F330
BE13F4EE Ba41EICT| jws. BE41EES Jws. BE41E3C4 AE13FSFC
BE13F44C| AB410EFC| Includes jws.8841E3CT Jws. BE410BF3 AE13F445
BE13FE1S| A841E282| jws. 004 10BES Jws.0E41E383 BE13FE14
BE1SFEIC| BE4E1695| jws. BE41EZ0C Jws. BE4E 1698 Aa13F&0C
BE13FE4E| A8482886 | jws. BE4E1598 Jws. 08482861 aa13Fs0c
BE13IFEEC| AB43CEF3| Includes jws. BB4823E5 Jws. BE43C3ED Aa13F&0C
BE13FEEd | BE43022E| jws. DO4EEZZE Jws. 08430223 aa13Fs0c
BE13FEEC| AB442874 | Includes jws.8843D2ZE Jws. BEd4387 1 Aa13F&0C
BE1SFEFC| BE44AZ1TV| jws . BE44E795 JwWs.BE44AZ12 Aa13Fs0C
BE1SFESC| BE43B7ES| jws . BE44AEFS Jws. BE43ETEE AEa13F&0C
BE13FEEE| AB449FE3| Includes jws.BB43E7ES Jws. BE449FEE aa13F&0C

W

Fig. 14 Call stack at the registration window.
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This call stack is useful to find the original point where the registration window is called, you
have to do some backtrace util you can find a call where the registration windws isn’t execute,
form this point you’ve to search some conditional jump to skip this form.

During backtracing you are able to reach this place:

FI|E Wiews Debug  Plugins Options  Window  Help
+ al g AN .
x| »n] uisd ¥1E A of LE[M|1
EEENENEER] =E FOF ECH
BE411833) 50 FOF EEF
BE41 1834 ca RETH
BE411835) 9@ HOF
BE41 1836 Els] HOP
GE41 1637 9@ HOF
BE41 1838 EE FUSH EBP
BE4] 1839 SBEC MOl EBF, ESP
BE411683E| 53 FUSH EEX
BE41 18300 == FUSH ESI
BE411830) G5V FUSH EOI
BE41 183E SBED 18 MOL EBEX, OWORD PTR S55: [EEBP+1@1]
GE411641|  SEVS BC MOL ESI,DWORD FTR 55: CEEF+C]
BE41 1844 SB70 B MOU EDI,CWORD PTR 55: [EBP+2]
@@411847| 85FF TEST EOI,EDI
HE411849(~ F5 AC JHE SHORT jws.BE41185F
BE41 184E 85F& TEST ESI,ESI
GE411340) 75 8BS JHZ SHORT jws.B@4118E57
BE41 184F S50E TEST EBEX,EBX
GE411651 |« 75 B4 JHZ SHORT jws.@@411657
BE41 1853 33ca #wOR ERX, ERX
@@41 1855« EB 76 JAF SHORT jws.B@4118C0
BE41 1857 2306 A9 AOD ESI, 9
BE41 185A B9 BCoEBaaR:a MO ECH, BHC
BE41165F|  ZECE HOL EAX,ESI
BE41 16861 EE COR
codiioce| Fere o |I0Iv Ec

Fig. 15 Trial routine.

If you make this patch the trial will be infinite (the day is not updated), this is not purpose, but
are a way to know about the flow, the registration must be before this routine because for a
registered program no need arise to check if this is expired ;-)

File Wig Debug Plugins Optiu:uns wWindow  Help

J LI 4: J 4| = L|E|M|T|W

BE41 1054 RETH

aE41 1635 9@ HAF

Bbdlloaz| on Hop ial time infini
22 A Make the trial time infinite

GE411629| SBEC MOl EEF, ESP

aa41 1856 53 FUSH EBX

gE41163C| 56 FUSH EST

BE41 1830 57 FPUSH EDI

AA41182E 2BE0 1@ MOl EBX,DWORD PTR SS:[EEBP+1A1

gE411841| BEPS BC HOU ESI,DWORD PTR S5:[EEP+C]

aa4116844 2E7D a2 MO EDI,DWORD PTR SS: [EEBRP+21]
SEFF IEST FOILEOT
=15 HOP

GE411640| 2@ HOF

HE41 184E 23FE& #wOR ESILESI

gE411640| 94 HOF

aE41164E| 9@ HOF

@841 1684F 220EB ®0R EBX,EEX

gE411651| 9@ HOF

HE41 1852 S5 HOP

B3] THS S ol AR EHA, EHA

a4l 1855~ EB 7B JHP SHDHT Jws. 8841 1acn

gE411657| 8306 @9 AOO ESI,

GE411650| B9 OCOBREEE | MOU ECH,8C

@841 1685F 2ECE MOL ERX,ESI

gE411651| 99 o]

dE41 18562 FYF3 IOIU ECH

GE411654| B5 SFElemEe | ADD EAW, 19F

aE41 1869 B9 ACaaanas MOY ECH, BC

G841165E| @30S AO0 EE,ERQH

gE4116768| SBCE HOU ER%,EST

AA41 1872 a9 coR

aE411673| F7F9 IDIV ECH

@841 16875 2BEC2 MOL ERR, EEX

aE411677| 9906 ML EST,E0X

aE41 1879 o9 COR

GE411670| B9 64080688 | HOU ECH, &4

Fig. 16 Trial routine patched.

Leave the code untouched and try to other backtrace, to speed this search you can search for
each call to 00411038 routine, place a breakpoint on each address and the restart the

10
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program, now OllyDbg must be stop on the first call which is encountered during the programn
flow:

Found commands |:| |§| E|

Disassembly Comment Y

FUSH EEF [Initial CPU selection] =
BE411115| CALL jws.B884116035
BE413EEZ| CALL Jws. 88411033 N
BE413EFC| CALL Jjws. 884116835
BE41485E ) CALL Jws. 88411033
BE4143F9) CALL Jws. 884110332
AEd 14640 CALL jws. 884116035
BE4148632) CALL Jws. 884110323

Fig. 17 Search for all the calling.

OllyDbg break in 00411115, this is the first breakpoint:

004110EC 83C4 F4 ADD ESP,-0C
004110EF 8D4424 08 LEA EAX,DWORD PTR SS: [ESP+8]

004110F3 50 PUSH EAX

004110F4 8D5424 08 LEA EDX,DWORD PTR SS: [ESP+8]

004110F8 52 PUSH EDX

004110F9 8D4C24 08 LEA ECX,DWORD PTR SS: [ESP+8]

004110FD 51 PUSH ECX

004110FE E8 21000000 CALL jws.00411124

00411103 83c4 0C ADD ESP, 0C

00411106 8B4424 08 MOV EAX,DWORD PTR SS: [ESP+8]

0041110A 50 PUSH EAX

0041110B 8B5424 08 MOV EDX,DWORD PTR SS:[ESP+8]

0041110F 52 PUSH EDX -
00411110 8B4C24 08 MOV ECX,DWORD PTR SS: [ESP+8] First stop
00411114 51 PUSH ECX /

00411115 E8 1EFFFFFF CALL jws.00411038

00411114 83c4 0C ADD ESP, 0C

0041111D 83c4 0C ADD ESP, 0C

00411120 c3 RETN

Fig. 18 Search for the first calling.

Well, again you must do some backtracing to find where is possible to skip this control, to do
this step with F8 until the RETN instruction, you are into 0041DA42, the next code is a check
for trial expiration.

File Yig Del:lug Plugins Optiuns Window  Help

J LI +: = =i L|E|M|T|W
BE410ASE(~ 75 JHE SHORT Jws. BB41DH48
Ba410A30| ES HHSEFFFF CALL Jws. 884118

Aa410R42 2983 ACOAEARE | MOU DWORD PTR DS [EE=+AC], EAX
Aa410R42) SB92 CopE0ABa | MOU EDX, DWORD PTR DS: [EEX+CE]
BE410A4E|  2BYH 26 B8 CHP BYTE PTR DS:[EDX+201,8
B8410ASZ |~ 74 SE JE SHORT .jws.B8410AEBZ
BE410A54|  BFEFSE AABEEEE] MOUS: ECH,WORD PTR DS: [EBX+AA]
BE410R5E|  3BB0_R4794308 | CMP ECK,DWORD PTR DS: [4373A4]
BE410A51 TF 47 JG SHORT Jws.E8410AAA
AE4i0RE2  66:FF23 ARBEEAI IMC WORD PTR DS: CEEX+AA]

ES YD3&FFFF CALL Jjws.B8841160EC

AE410REF | ZBS23 ACBEOABE | SUB ERX,DWORD PTR DS: [EEX+AC]
B8410AYS)  SBS2 B4PEOABE | CMP ERX,DWORD PTR DS: [EBX+E4]

4

4

BE410A7E|~ FE BE& JLE SHORT jws.BE410R23
EE410A70| 2983 B4BE@EEE MOV DWORD PTR DS: [EEX+BE4]1,ERX
Ba410AZ2| 52 PUSH EEX

Ba410A24 ES AEB4DEEE EHLL Jw5 BE410F34

Ba410AS2 ECH

Fig. 19 Search for the registration code.

If you look at 0041DA3B there are a conditional jump, this, if executed, skip the trial control
(CALL 004110EC), if you scroll up until 0041DA32 there is another conditional jump, this jump
is more interesting because if taken skip all the trial check, then you can think about this
control how registration check, hence if [EBX]=[0048DA7C]=1 program is registered
otherwise program must run in a trial mode, this is only an hypothesis but can be a starting
point.

11
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0041DA29 E8 8A000000 CALL Jjws.0041DABS8

0041DA2E 59 POP ECX

0041DA2F 803B 00 CMP BYTE PTR DS:[EBX],0 ; [EBX]=[0048DA7C]=1 (if registered)
75 TE JNZ SHORT Jjws.0041DAB2 ; Jump if not equal to zero

0041DA34 83BB AC000000 0>CMP DWORD PTR DS:[EBX+AC],0

0041DA3B 75 0B JNZ SHORT Jws.0041DA48

0041DA3D E8 AA36FFFF CALL jws.004110EC

0041DA42 8983 AC000000 MOV DWORD PTR DS: [EBX+AC],EAX

0041DA48 8B93 C8000000 MOV EDX,DWORD PTR DS: [EBX+C8] ; Jjws.0048C5F4

0041DA4E 807A 20 00 CMP BYTE PTR DS: [EDX+20],0

0041DA52 74 5E JE SHORT jws.0041DAB2 ; Salta se uguale

0041DA54 OFBF8B AA000000 MOVSX ECX,WORD PTR DS: [EBX+AA]

0041DA5B 3BOD A4794800 CMP ECX,DWORD PTR DS:[4879A4]

0041DA61 TE 47 JG SHORT jws.0041DAAA ; Salta se maggiore

0041DA63 66:FF83 AAO0000>INC WORD PTR DS: [EBX+AA]

0041DA6A E8 7D36FFFF CALL Jjws.004110EC

0041DAGF 2B83 AC000000 SUB EAX,DWORD PTR DS: [EBX+AC]

0041DA75 3B83 B4000000 CMP EAX,DWORD PTR DS: [EBX+B4]

0041DA7B 7E 06 JLE SHORT Jjws.0041DA83

0041DA7D 8983 B4000000 MOV DWORD PTR DS: [EBX+B4],EAX

0041DA83 53 PUSH EBX

0041DA84 E8 AB040000 CALL Jjws.0041DF34

0041DA89 59 POP ECX

0041DABA Al A8794800 MOV EAX,DWORD PTR DS:[4879A8]

0041DAS8F 2B83 B4000000 SUB EAX,DWORD PTR DS: [EBX+B4]

0041DA95 8983 B8000000 MOV DWORD PTR DS: [EBX+B8],EAX

0041DA9B 85C0 TEST EAX,EAX

0041DA9D 7D 13 JGE SHORT Jjws.0041DAB2

0041DASF 33D2 XOR EDX, EDX

0041DAAL 8993 B8000000 MOV DWORD PTR DS: [EBX+B8],EDX

0041DAAT 5B POP EBX

0041DAAS8 5D POP EBP

0041DAAY C3 RETN

0041DAAA 33C9 XOR ECX, ECX

0041DAAC 898B B800000O0 MOV DWORD PTR DS: [EBX+B8],ECX

0041DAB2 5B POP EBX ¢

0041DAB3 5D POP EBP

0041DAB4 C3 RETN

Fig. 20 Section code about trial check.

Follow our theory if into 0048DA7C location find 1 program is registered otherwise this is into
trial mode, well, you can place a breakpoint on memory to look how function write/read at this
address before to reach the control routine in 0041DA2F. To do this restart OllyDbg and the
stop this into OEP, place a breakpoint on memory access in 0048DA7C and run the program.
OllyDbg stop in 00401022, this code is only to inizialize this memory area, there are no
punctual control into our address then nothing is needed:

00401024
00401025
00401026
00401027
00401029
0040102E
00401030
00401035
00401036
00401038
0040103D
0040103E
00401043
00401045
0040104A
0040104F
00401051
00401056
0040105B
0040105D
00401062

59

5F

52

6A 00

E8 CAC70700
8BDO

E8 E7F10600
5A

6A 00

E8 D7010700
59

68 74F24700
6A 00

E8 AEC70700
A3 B4F24700
6A 00

E9 B6780700
E9 2D020700
33CO0

AQ AlF24700
C3

POP ECX

POP EDI

PUSH EDX

PUSH 0

CALL <JMP.&kernel32.GetModuleHandleA>
MOV EDX, EAX

CALL jws.0047021C

POP EDX

PUSH 0

CALL Jjws.00471214

POP ECX

PUSH jws.0047F274

PUSH O

CALL <JMP.&kernel32.GetModuleHandleA>
MOV DWORD PTR DS:[47F2B4],EAX
PUSH O

JMP jws.0047890C

JMP jws.00471288

XOR EAX, EAX

MOV AL,BYTE PTR DS:[47F2A1]
RETN

Fig. 21 First stop.

12
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Run again the program (push F9), OllyDbg stop in 0041DACO:

0041DABS8 55 PUSH EBP

0041DAB9 8BEC MOV EBP, ESP

0041DABB 53 PUSH EBX

0041DABC 56 PUSH ESI

0041DABD 8B5D 08 MOV EBX,DWORD PTR SS: [EBP+8]
0041DAC3 6A 52 PUSH 52

0041DACS5 8D43 01 LEA EAX,DWORD PTR DS: [EBX+1]
0041DACS 50 PUSH EAX

0041DACY E8 72000000 CALL Jjws.0041DB40

0041DACE 83C4 08 ADD ESP, 8

0041DAD1 6A 52 PUSH 52

0041DAD3 8D73 54 LEA ESI,DWORD PTR DS: [EBX+54]
0041DAD6 56 PUSH ESI

0041DAD7 E8 64000000 CALL Jjws.0041DB40

0041DADC 83C4 08 ADD ESP, 8

0041DADF 6A 50 PUSH 50

0041DAEL 56 PUSH ESI

0041DAE2 E8 ED050000 CALL Jjws.0041E0D4

0041DAE7 66:C783 A800000>MOV WORD PTR DS: [EBX+A8],1
0041DAFO 66:C783 AAO0000>MOV WORD PTR DS: [EBX+AA], O
0041DAF9 33C0 XOR EAX, EAX

0041DAFB 33D2 XOR EDX, EDX

0041DAFD 8983 AC000000 MOV DWORD PTR DS:[EBX+AC], EAX
0041DB0O3 8993 B000000OO MOV DWORD PTR DS:[EBX+B0], EDX
0041DB09 33C9 XOR ECX, ECX

0041DBOB 33C0 XOR EAX, EAX

0041DBOD 898B B4000000 MOV DWORD PTR DS:[EBX+B4], ECX
0041DB13 8983 B800000O MOV DWORD PTR DS: [EBX+B8],EAX
0041DB19 83C4 08 ADD ESP, 8

0041DB1C C683 BCO00000 0>MOV BYTE PTR DS: [EBX+BC],0
0041DB23 6A OA PUSH 0A

0041DB25 81C3 BD00000O ADD EBX, 0BD

0041DB2B 6A 00 PUSH 0

0041DB2D 53 PUSH EBX

0041DB2E E8 D5270500 CALL Jjws.00470308

0041DB33 83C4 0C ADD ESP, 0C

0041DB36 B8 01000000 MOV EAX,1

0041DB3B 5E POP ESI

0041DB3C 5B POP EBX

0041DB3D 5D POP EBP

0041DB3E C3 RETN

Fig. 22 Second stop.

Well, this nice piece of code write a 0 into our address, you can ch’ange this with 1 then:

0041DACO C603 00 MOV BYTE PTR DS: [EBX],0

has to be replaced with:

0041DACO Ce03 01 MOV BYTE PTR DS:[EBX],1

If you run again the program OllyStop on for memory writing on 0041DD4A:

0041DD4A Cce07 00 MOV BYTE PTR DS:[EDI],O0

has to be replaced with:

0041DD4A Cce07 01 MOV BYTE PTR DS:[EDI],1

Run the program, again OllyDbg stop for memory writing on 00411524,

13
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0041150C
0041150D
0041150F
00411510
00411511
00411514
00411516
00411519
0041151B
0041151E
00411520
00411522

00411526
00411527
00411528
00411529
0041152B
0041152D
0041152E
0041152F
00411530

~

33C0
8B55 0C
8BCA
8B55 08
3BFO

7E 0B
8A1A

PUSH EBP
MOV EBP, ESP
PUSH EBX
PUSH ESI

MOV ESI,DWORD PTR SS: [EBP+10]

XOR EAX, EAX

MOV EDX,DWORD PTR SS: [EBP+C]

MOV ECX, EDX

MOV EDX,DWORD PTR SS: [EBP+8]

CMP ESI,EAX

JLE SHORT Jjws-fixe.0041152D

MOV BL,BYTE PTR DS: [EDX]

INC EAX
INC ECX
INC EDX
CMP ESTI, EAX

JG SHORT jws—fixe.00411522

POP ESI
POP EBX
POP EBP

RETN

Fig 23 The last stop.

We have to force a writing for 1, then BL must be forced at 1 then try this patch:

@File Yiew Debug Plugins Options  Window  Help

S x| I w34 ¥

Ba41151c
Ba411512
Ba41151E
Ba41151E

AE41 1526

BE411522
BE411524
BE41 1526
BE411527
BE411528
BE411529

Ba41 1528~

BE411520
BE41152E
BE41152F
BE411530

SBES BC HMOL ED, DWORD PTR S5: CEBF+C]
SEBCA MOW ECH, EDX

SBES @3 HMOW ED, DWORD PTR S5: CEBF+2]
ZBFE CHP ESI,EAX

FE BB JLE SHORT jws—fine.B88411520
E2 61 HMOL BL .

2219 HMOU BYTE PTR DOS:[ECH],BL

48 INC ERX

41 INC ECH

42 INC EDX

SBFB CHP ESI,ERAX

7F F& JG SHORT Jws—f ine. 88411522
EE FOF ESI

==} FOF EBEX

=]} FOF EEF

=) RETH

Fig 24 The last pacth.

4 2| +f LIE/M|T

If you press F9 to run the program no registration window is showed, program is registered
without entering any serial, cool, fix the executable and the save it, work done!
Go to the Help menu and then select about About:

JOC Web Spider
Yerson 371

Dresigned and witten by
dose Ofve Civit

Copynght 2 1998, 2003 Joze Okve Civit
All nghts reserved wordwide

it # v jocsolt. comy!
bt /vy, bot 21 com/

Single User License [for 1 computer] BEGISTERED to:

comPuTeR

Fig. 25 Registration form.
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STEP 6 - Debugging and patching stage

This patching is useful to understand memory breakpoint and how to use it, but a best work is
made by inline patching, to do this I've to find a free area (remember: some byte are available
also into the PE Header) and build your patcher, then you’ve to change the jump before to
reach the OEP into another jump to your patcher code, then, after this go to the OEP:

ﬁile Yiew Debug Plugins Options  Window  Help

x| 1] w1 | =i L|E[M[T|W
GEdE4E1:] .~ EB EL JHF SHORT JWws_inli.084BSFFS

GE4E4E14| > FF96 ACS2BEE CALL MEAR DWORD PTR DS:LESI+ESZACI
AEEAR ] D £1 FOFAD

GEAE4A1E] . EB BF JHF SHORT Jws_inl (. OE4E4a=0 |
HEAJEJHT L5 HUOF

mhelr 3 e

AE4E4AZE 28484608 OO0 jws_inli.B@4B4622 PATCH
GE4E4EE EC464E0E OO Jws_in | i. BE4E4EEC

AR4BRS RS 42044800 00 ju inli AR4SC445

GEAE4EEC] ¢ BE EB MOL AL, BEE

AE4E4E2E| . A2 SF13408@ |MOU BYTE PTR DS:[48139F1,AL

AE4E4E5E| . BE CoB3BL6A | HOU ERX, 6RAB1E3CE

AE4E4E32| . A2 CODA41GE |MOU OWORD PTR DS:[41DACEI, ERX
AE4E4E30| . BE CEBFRICT |HMOU ERX, CPE1EFCE

GE4E4E42) . A2 40D04188 |MOU OWORD PTR DS:[41004A1,ERX
AE4E4E47| . 66:EBS BIBL | MOU AX, 1B3

GE4E4E4E| . &6:A3 2215411 MOU WORD PTR DS:[4115221, AN

GE4E4E51 | ,— E9 AACFF4FF | JMP iws inli. 96461668

[E[EE e ]5] OE @d

Fig. 26 in line patching.

No matter if the patcher code can be overwritten by the program itself, because the patch is
build into the code, then there is no need about the patcher code after you jump into the OEP.

What is the advantage with this patch mode, well, size of program is unchanged then you
haven’t to send the unpacked patched executable, you can write own patcher (with a few
bytes) to apply the patch directly on original packed file.

‘The end of story

Remember, this is only for study and own know how about protection scheme, in this program
a simple protection is made.

Remember, if you plan to use this software you must purchase the product in order to support
the author to develop other good software.

Any suggest, correction or criticism is welcome.

Greetings from

ThunderPwr

Remarks

Thanks at all the ARTeam and all members of this fantastic forum
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